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JIVERVIEW “INSTANLY PRE-VERIFIABLE PRE-
SHARED KEY EXCHANGE FOR CYBER PHYSICAL
SYSTEM™

Purpose : The system is projected to be implemented in a WEB-BASED SCADA
system for industry machines.

. Connectivity : The connection link is using Bluetooth *Depends on the version
of the Bluetooth.

Malicious Attempt : The preventif attempt is forgery and eavesdropping.

. Security Aspect : Depends on the security of a blind signature scheme and
DH (Diffie — Hellman) key exchange.



OVERVIEW PROPOSED SCHEME AND
IMPLEMENTATION [1] “INSTANLY PRE-VERIFIABLE
PRE-SHARED KEY EXCHANGE FOR CYBER
PHYSICAL SYSTEM”™
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Fig. 1 System Architecture of Proposed Scheme
Fig. 2 Implementation of Proposed Scheme
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PROPOSED ACTIVITY

1. Conducting Fog Computing

In practical applications, an emerging wave of internet deployment requires
mobility support and location awareness. To meet these requirements, a
new platform like Fog Computing is designed in.[2] Specifically, the fog is a
cloud close to the “ground”, and it enables applications on bilions of
connected devices, which are already connected in the internet of things
[loT], to run directly at the network edge.



FIG 3. FOG COMPUTING
STRUCTURE
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PURPOSE : FOG COMPUTING

« Fog Computing [3] consists of 3 key technologies (1) Belivable decoy
generation and distribution technology. (2) Data leakage sensing, defending
and tracing technology. (3) Anomaly behaviour modelling and mining
technology.
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ZIGBEE

The IEEE 802 Standard is a set of networking standards for both wired and
wireless network. The Most Known Wireless specifications include 802.11 (Wi-Fi),
802.15.4 (ZigBee) and 802.15.1 (Bluetooth). Currently the focus on loT and
wireless sensor / actuator communication. It needs an efficient power

management plan, a low cost of production and needs to support a great
number of mobiles node in a simple way. [4]




ZIGBEE/802.15.4 ARCHITECTURE
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